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Information Systems (IS) security lapses are viewed as a strategic threat to firms. Repeatedly, it has 
been seen that the individual user is the weak link in the security chain. Much of the research used to 
model this behavior has been based on theories that view individuals as making conscious and 
rational choices to maximize their utility, when research has established that it is negligent, 
unconscious, and careless behavior that leads to security breaches. Drawing on psychoanalytic 
literature, we identify threats and psychosomatic symptoms as potential factors that lead to 
dysfunctional behavior. Our model provides empirical evidence that perceived threat by an 
individual’s ego leads to symptoms of anxiety, which in turn leads to behavior characterized by denial 
of security threats and reactive behavior that exhibits indifference. This is one of the earliest papers to 
use psychoanalytic models relating to ego defense mechanisms to understand user behavior in the IS 
security context. 
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INTRODUCTION 
 
 

Carelessness of users and poor configuration of systems by 
information systems administrators were identified in 
Symantec’s report of 20211as it made them open to SMS 
phishing. Employees of firms were targeted by email-based 
threats such as spam, phishing, and malware. The Oracle and 
KPMG Cloud Threat Report 2020 identifies poor security 
habits of the user community and a “lack of security-first 
culture” as factors that promoted the success of targeted attacks 
on firms’ systems.2 According to the PwC report of 2018 on 
the “Global State of Information Security,” “threats attributed 
to insiders such as third parties, including suppliers” play a 
major role in security failures.3 As per these industry reports, it 
is simple: user-targeted attacks such as spear phishing using 
emails, voice mails, and text messages are effective in seducing 
an user to click on a virus-laden document and thus creating a 
pathway from the hacker to the sensitive data trove inside a 
firm. Moody et al. (2018) showed that “employees seldom 
followed the appropriate ISS actions prescribed in the security 
policies” and employees behaved in an insecure manner even if 
they were aware of said policies. Boss et al. (2015) showed 
that user carelessness, bad intent, and indifference lead to 
breaches. 
 

                                                 
1https://symantec-enterprise-blogs.security.com/blogs/feature-stories/symantec-
security-summary-january-2021 
2 https://www.oracle.com/cloud/cloud-threat-report 
3https://www.pwc.com/us/en/services/consulting/cybersecurity/l b a y/ 
nformation-security-survey.html 

 
The goal of this paper is to use psychoanalytic theory to 
establish the causal factors that underlie dysfunctional behavior 
on the part of individual IS users. 
 
BACKGROUND: Understanding poor security behavior has 
been the focus of IS security literature, and several theories 
have been used to explain it that draw from fields such as 
criminology, health psychology, and social theories (Johnston 
et al. 2015). IS research on user behavior continues to rely on 
rational choice behavior models such as the theory of reasoned 
action (Fishbein and Aizen 1975) and theory of planned 
behavior (Aizen 1991). In their summary table, Moody et al. 
(2018) showed that models uniformly employ intention as a 
predictor of behavior with intention predictors such as costs, 
rewards, desire, and social influence—that is, the theories 
assume an individual is able to do a cost-benefit analysis that 
determines their security behavior. 
 
LITERATURE SURVEY 
 
Early models of IS users’ behavior such as protection 
motivation theory (Heratha and Rao 2009) had rational, 
conscious, and cognitive roots in the theory of reasoned action 
(TRA) and technology adoption model (TAM). Protection 
motivation theory tried to explain compliance intention based 
on efficacy and cost of security policies. It was followed by 
technology threats and avoidance theory (Liang and Xue 
2010), which used perceived threats and safeguards to explain 
avoidance behavior.  
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Bulgurcu et al. (2012) modeled compliance intention based on 
information systems policies and a rational awareness and 
beliefs about the same. According to this rational view of 
human nature, compliance is based on a cognitive evaluation of 
costs and benefits associated with compliance, with stable 
attitudes and beliefs relating to perceived threats, social norms, 
and security-related attitudes. D’Arcy and Lowry (2017) 
pointed out that these theories do not take into account 
affective and emotional factors. While the rational choice-
based theories continued to dominate, new affective factors 
such as fear came to be introduced by Johnston and Warkentin 
(2010) and Johnston et al. (2015). Similarly, Wall and Busche 
(2017) popularized fear appeal theories where perceived threats 
were used to explain intention to comply. Randolph and Martin  
(2017) highlighted that most of the choices we make in the 
context of IS security are made out of habit. Moody et al. 
(2018) continued to use affect as an additional factor to rational 
cost-benefit analysis, and social factors to predict intention. 
 
In the literature, several deficiencies of rational and cognitive 
approaches have been pointed out: (1) Not just rational 
considerations, but emotions also drive IS security compliance 
(D’Arcy and Lowry 2017). (2) Unconscious habits drive 
decisions in the IS security world (Randolph and Martin 2017). 
(3) TRA, TAM, and other models have shown a close linkage 
between intention and subsequent behavior only when there is 
a short time gap between the intention and the behavior 
(D’Arcy and Lowry 2017). But often there is a large gap 
between, say, intention to purchase a diet and then following 
up on the diet through the year. Living through a diet and 
buying a diet plan do not share all the same behavioral roots. 
This is not unlike wishing to comply with IS security rules and 
then living through the hassles of coping with them during 
every hour of work. (4)In these models driven by rational 
choice theory, compliance and noncompliance are taken as two 
distinct poles, when in working life, one may comply with 
some rules some days and other rules other days. Survey 
questions that only ask about intention to comply miss out on 
the richness of real-life behavior. We may intend to follow IS 
security rules, but then fail to live up to our plan due to 
exasperation and delays relating to compliance, failure to 
remember, tiredness, and so on. On the other hand, our basis 
here is the psychoanalytic model of ego defense mechanisms, 
where the focus is on immature and careless behaviors and 
unconscious habits relating to denial, disinterestedness, 
projection, and passive aggression. In psychoanalysis, the ego 
defense mechanism (EDM) is taken to operate at the 
unconscious level and is involuntary in nature (Freud 1938). 
 
EDM provides a richer vocabulary and a very different 
perspective. We often fail to pay for and update antivirus 
protection on home machines through which we log into office 
networks. In the EDM world, this would be viewed as a 
mixture of denial that security threats are real and repression of 
unpleasant thoughts relating to getting hacked. Similarly, an IT 
administrator who professes virtues of ISP compliance but is 
himself lackadaisical in observing rules could be viewed as 
practicing deception as a result of some hidden hostility toward 
the employer. According to EDM terminology, this would be 
characterized as displacement behavior where the aggressive 
impulse is redirected away from management toward the firm's 
policies. 
 

RESEARCH QUESTION 
 
We investigate the question: “Does the ego defense mechanism 
model help explain denial and reactive behavior on the part of 
IS users?” The paper is organized as follows: We set up our 
framework for ego defense mechanisms in the next section, 
then elaborate on our research model, which is followed by 
analysis of data and a concluding section. 
 
THEORETICAL FRAMEWORK 
 
In contrast to rationality-based models, the primary focus of the 
psychoanalytic world is on individuals’ irrational and 
dysfunctional behavior and its causes and development. It 
furnishes a rich vocabulary of human behavior relating to 
phobias, aggression, indifference, psychosis, and guilt. EDM is 
a fundamental model of psychoanalysis first proposed by Anna 
Freud (1936) and used in this study. According to Wikipedia, 
“a defense mechanism is an unconscious psychological 
mechanism that reduces anxiety arising from unacceptable or 
potentially harmful stimuli.” These mechanisms are strategies 
that our unconscious minds employ in order to protect against 
feelings of anxiety, guilt, and shame to maintain our ego’s self 
schema of the world. Our unconscious minds distort and 
manipulate reality through mental defense mechanisms such as 
suppression of our awareness, denial of a uncomfortable 
reality, burying of painful feelings, rationalization of harmful 
behavior, and so on. Healthy individuals also use defense 
mechanisms to proceed through life; they become pathological 
only when their use leads to mal-adaptations in the real world 
and adverse health effects. In psychoanalysis, ego defense is 
seen as the mind’s control system that scans the environment 
for threats, observes rising tension in the psyche, and then 
decides on a defensive action to best restore the equilibrium 
that preceded the threats perceived in the environment. 
 
Ours is one of the earliest studies to apply EDM to study user 
behavior in IS security situations. This is a data-survey-based 
model that establishes that threats perceived by an individual 
lead to psychosomatic symptoms, here called anxiety. In this 
paper, anxiety relates to cognitive, physiological, and affective 
aspects such as fear, which in turn leads to dysfunctional 
behavior such as denial that the threat exists and reactive 
behavior seeking to convince oneself and others that if the 
threat factor exists, it does not matter to the individual. While 
the ego, id, and superego were suggested by Sigmund Freud as 
multiple agents in the psychic apparatus and he started the 
work on defense mechanisms, his daughter spent her life 
detailing defense mechanisms such as repression, regression, 
reaction, sublimation, and others (Freud 1936). The clinical 
model that is employed in patient treatment and analysis uses 
the notion of Self, of which ego is an important element. In 
psychoanalytic theory, “ego encompasses the adaptive and 
executive aspects of the human brain: the ability of the mind to 
integrate, master, and make sense of the inner and outer 
reality” (Vaillant 1993). As in figure 1, according to Beresford 
(2012), the ego perceives an environmental threat, observes the 
threat disturbing it, and initiates behavior to release that 
tension. To defend against the feeling and discomfort of 
anxiety, the ego adopts strategies relating to manipulation, 
denial, and distortion. Basicego defense mechanisms include 
denial, which is denying the observable reality; repression, 
which is burying the painful awareness of the situation; 
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reaction, which is pretending to oneself and others that one is 
indifferent to the situation; and displacement, which is shifting 
impulses from a less acceptable target to a more acceptable 
one. The list of defense mechanisms is extensive, and no 
theoretical classification has ever been agreed upon. However, 
many hierarchies have been suggested. Hierarchies use the 
notion of precedence: that is, more elementary reactions 
underlie more mature reactions. The most popular hierarchy 
was proposed by Vaillant (1993) and ranged from psychotic 
defenses to mature defenses such as altruism, humor, and 
sublimation. Denial, reactions, and projections are taken as less 
than mature responses and are often the stages before the more 
mature ones emerge. One resource used the Defense Style 
Questionnaire (DSQ-40) to identify denial and reaction as 
elements of EDM. Andrews et al. (1993) proposed a three-
level arrangement of the DSQ-40—mature, neurotic, and 
immature—which was also adopted by Beresford (2012). 
 
Denial: Denial is a defense mechanism proposed by Anna 
Freud (1938) that involves a refusal to accept reality, thus 
blocking external events from awareness. If a situation is just 
too much to handle, the person may respond by refusing to 
perceive it or denying that it exists. As you might imagine, this 
is a primitive and dangerous defense—no one disregards reality 
and gets away with it for long! It can operate by itself or, more 
commonly, in combination with other, more subtle 
mechanisms that support it. Many people use denial in their 
everyday lives to avoid dealing with painful feelings or areas of 
life they do not wish to confront. For example, a husband may 
refuse to recognize obvious signs of his wife’s infidelity, or a 
student may refuse to recognize their obvious lack of 
preparedness for an exam. 
 
Reaction: Reaction formation is a psychological defense 
mechanism in which a person goes beyond denial and behaves 
in a way opposite to the way he or she thinks or feels. This is 
the next stage after denial. While denial may be fully 
unconscious, here the individual consciously overcompensates 
for anxiety4 regarding socially unacceptable unconscious 
thoughts or emotions. Usually, a reaction formation is marked 
by exaggerated behavior, such as showiness and 
compulsiveness. By using the reaction formation, the id is 
satisfied while keeping the ego in ignorance of the true 
motives. Therapists often observe reaction formation in 
patients who claim to strongly believe in something and 
become angry at everyone who disagrees.  
 

 
 

Figure 1.  Basic Model 

                                                 
4https://www.simplypsychology.org/defense-mechanisms.html 

RESEARCH HYPOTHESIS 
 
Waqas et al (2015) attributed anxiety on the part of medical 
students to stress in the lives of the students. Stressful 
situations in the lives of adolescents lead to enhanced anxiety 
(Arrujo et al. 1998). Eum and Rice (2011) also established 
stress levels in a testing environment to be a source of anxiety. 
Wall and Busche (2017) established that the combination of 
threats and their likelihood creates fear among subjects. 
Cramer (2015) reported an experiment where during stressful 
tests, measures of diastolic pressure (DBP) and skin 
conductance level (SCL) were taken. It was found that 
increasing stress led to increased DBP and SCL.  
The relationship between stressful situations and anxiety has 
been fundamental in the world of psychoanalysis, and so we 
propose (figure 2): 
 
H1: Increasing threat levels lead to higher anxiety levels 
 
Waqas et al. (2015), using the ego defense model, showed how 
anxiety on the part of medical students led to dysfunctional 
behaviors such as denial, suppression, displacement, and 
others. Similarly, using the same model, Eum and Rice (2011) 
established that cognitive anxiety related to test environments 
led to avoidance orientation and poor academic performance. 
Araujo et al. (1998) showed how anxious adolescents engaged 
in denial, regression, and passive aggression. In our model, 
anxiety consists of multiple elements, including fear as an 
affect, cognitive dimensions of fear, physiological response to 
fear, and escapism. In the context of IS security, Wall and 
Busche (2017) proposed a spare version of our model: only 
threat was considered and they proposed that threat leads to 
negligent behavior. Goldstein (1980) and Ottengen (1996) 
found that when a diagnosis of serious illness was presented to 
patients, they would suffer bouts of anxiety, and dysfunctional 
behavior would result where the patients sometimes denied 
their illness and acted as if it were no concern. Schlund et al. 
(2020) found that threatening situations led to avoidance and 
denial. Similarly, Alex Meyer et al. (2019) found that anxiety 
led to avoidance behavior. As early as 1977, in the field of 
MIS, Bariff and Lusk (1977) had found that users would 
exhibit behavior similar to denial of an entire system if the 
users did not feel comfortable with it. Hence we posit (figure 
2):  
 
H2: Anxiety levels influence denial and reactive behavior 
 

 
 

Figure 2. Research Model & Hypothesis 
 

Table 1. SampleDemographics 
 

Respondents  % Respondents % 

  respondents  respondents 
Male  63 Freshman and 

Sophomore 
57% 

Female  37 Junior and Senior 43% 
Age below 
20 years 

 31% Age equal to or 
above 20 years 

69% 
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METHODOLOGY 
 
We have chosen to test our theoretically derived research 
model with survey data collected from undergraduate students 
in business schools in New England and the Midwest. The 
demographic characteristics are shown in Table 1. In our 
research and survey, the unit of analysis is the individual 
engaged in an activity in a group setting assisted by 
technology. In socio-cultural theories, the unit of analysis is 
groups of individuals participating in broad systems of 
practices (Lave and Wenger 1991). Socio-constructivist 
theories, on the other hand, focus on individual students and 
view learning as an act of participation in a society (Palincsar 
1998). Our model variables are all formative in nature. In 
psychoanalytic models, multiple independent factors are often 
in play. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
These factors have their own causal chains, and while they may 
often appear together, it is not uncommon for them to appear 
independent of each other. Formative constructs are to be used 
as per Andreev, Heart et al. (2009) when the elements cause 
the construct and are not its reflection, the elements are not 
replaceable because they have different themes and causal 
reasons, they do not covary, and their antecedents are different. 
All these conditions are individually met by our three 
constructs: stress, anxiety, and denial and reactive behavior. 
 
Variables: Dependent Variables: We are interested in 
inappropriate behavior, such as denial that IS security exists 
and is of consequence, and reactive behavior where the user 
exhibits evidence of not caring about such threats. A formative 
construct is used that is composed of these two elements. 
Independent Variables:  

Table 2. Psychometric properties of formative constructs 

 
Construct CR CA AV  Weight(formative) VIF 
Stress (formative)   E Indicator   

n/a n/a n/a Likl 0.7 1.0 
      
   Sever 0.7 1.0 
   
   Under -0.8 1.0 

Anxiety 
(formative) 

n/a n/a n/a Cognit 0.3 1.0 
   Esc 0.1 1.0 
   
   Fear 0.4 1.6 
   Physio 0.5 1.6 

Denial & Reaction (formative) n/a n/a n/a Denl 0.9 1.0 
   React 1.0 1.0 
      

 
Table 3. Latent Variable Correlation 

 
 Stress Anxiety Denial & Reaction 
    
Stress NA   
Anxiety 0.31 NA  
Denial & Reaction 0.11 0.53 NA 

 
Table 4: Loadings and Cross Loadings 

 
 Anxiety Denial&Reaction Stress 
Cognit 0.57 -0.20 0.36 
Esc 0.31 -0.13 0.16 
Fear 0.80 -0.47 0.18 
Physio 0.85 -0.47 0.18 
Denl -0.03 0.56 -.09 
React 0.08 0.98 -0.12 
Likl 0.21 -0.19 0.68 
Sever 0.08 -0.10 0.63 
Under -0.21 -0.05 0.68 

 
Table 5. Test of Hypotheses 

 
Denial & Reaction R-square = 0.149    
Anxiety=0.29    
    

 Path T  
Path Effects Coefficient Statistics P value /Result 
H1: Stress Anxiety 0.34 4.05 0.0001/ ***Significant 
H2: AnxietyDenial and Reaction -0.55 7.92 0.0001/ ***Significant 

                              ***p< 0.01; **p<0.05 
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Threats, as a formative construct made up of risk severity, risk 
threats, and domain understanding. The first three elements of 
the formative construct were obtained fromthe IS security 
research of Ng et al. (2009) and Herath and Rao (2009). 
Mediating Variables: A formative construct made up of items 
from the Pain Anxiety Symptoms scale has been used (PASS 
20). McCracken and Dhingra (2002) used four sub-scales—
cognitive, escape, fear, and physiological anxiety—to make up 
their construct of anxiety. Table 6 provides the sources used to 
develop our items in this study. 
 
Data Collection: A single student makes up the unit of data 
collection. Undergraduate students at two private business 
schools in New England and the Midwest were surveyed. 
About 125 workable surveys were received (Table 1). 
 

RESULTS 
 
Assessment of Measurement and Structural Models 
 
Formative Constructs: The authors assess the formative 
measurement model differently. The validity of formative 
constructs is assessed at two levels: the indicator level and the 
construct level. According to Chin (1998), indicator validity is 
assessed by indicator weights or coefficients greater than 0.1, 
which is the case here, and VIF values below 10 (Gujarati 
2003) as in Table 2. Inter-construct correlations are used to 
assess the formative construct at construct level, and their 
correlations are less than 0.7 (Table 3) (Henseler et al. 2009).  
 

 
 

Figure 3: PLS Test of the Structural Model 
 
 
At the construct level, nomological validity is ensured by 
having a relationship among formative constructs as justified in 
terms of prior literature, which is also the case here (Henseler 
et al. 2009). Variance inflation factor (VIF) is used to measure 
the multicollinearity among constructs according to 
Diamantopolous and Siguaw (2006). VIF for formative 
constructs varied from 1.0 to 2.0. The higher threshold value 
for VIF is 3.3. This shows that multicollinearity is not an issue 
with this model. The loadings and cross loadings are shown in 
Table 4. Table 5 displays the PLS structural model. The 
research model accounts for 15% of variance in denial and 
reactive behavior and 29% in anxiety outcome. Figure 3 
illustrates the test results of the structural model. 
 

CONCLUSION 
 
This research moves away from a single unitary dimension of 
compliance. The dependent variable is a composite of denial 
and reactive behavior, unlike in other IS security behavior 
research, where the dependent variable is almost always the 
intent to comply. The goal here was to explore the model of 

defensive mechanism of the ego, which is the basis of all 
psychoanalysis. The study validates the hypothesis of the 
research that threats create anxiety and anxiety leads to 
dysfunctional behavior, such as denial that the threat is present 
and reactive behavior where even though the ego recognizes 
the threat, the individual publicly behaves as if the threat is of 
no concern. The survey data was obtained from students doing 
undergraduate studies in business at a Midwestern and a New 
England institution. In ego defense research, it is common to 
use student populations, as in Waqas et al. (2005) and Eum and 
Rice (2011). The major contribution of our research is that we 
have moved past assumptions inherent in the rational and 
cognitive models that have been predominant in IS research on 
users’ security-related behavior. While the basic model in this 
research has similarity to fear appeal models (Wall and Busche 
2017), the underlying causal structure is different and therefore 
leads to practical recommendations that are different in nature. 
Ego defense mechanisms have been studied in various 
domains, including clinical patients with serious medical 
problems but also routine cases relating to behavior 
modification for conditions like excess weight, smoking, 
hypertension, and diabetes (Oettingen 1996, Goldstein 1980). 
The repertoire of behavior studied in psychoanalysis is vast. In 
the future, we intend to study behaviors such as displacement, 
regression, and aggression that have previously been studied in 
organizational settings, but in the context of security-related 
behavior, such as in Bovey and Hede (2001). 
 
Implications for Practitioners and Researchers: The world 
of psychoanalysis differentiates between coping mechanisms 
that individuals exhibit and defense mechanisms. The former 
involve a purposeful and conscious reaction, while the latter 
occur without conscious intentionality and function to manage 
a stress situation. Coping mechanisms are considered to be a 
part of a situation, whereas defense mechanisms are mostly a 
part of the individual and their mental characteristics. 
According to this approach, management needs to make 
employees conscious of their behavior so that they can promote 
adaptive behavior, reduce dysfunctional behavior, and 
recognize situations where dysfunctional behavior is 
automatically triggered. Both individual and group therapy can 
help employees help themselves by recognizing their own 
patterns of behavior. Studies have shown (Cramer 2006) that 
immature behavior is replaced by mature behavior over time as 
individuals and groups become aware of the roots of their 
unconscious behavior. This has been shown by using the 
Global Assessment function (Bond and Perry 2004). The 
changes in defense mechanisms that occur in therapy have 
been described in clinical cases such as Perry, Beck, 
Constantinides, and Foley (2009).  
 
Limitations of the Research and Findings 
 
This is one of the earliest papers that uses a psychoanalytic 
approach to model IT users’ dysfunctional behavior. The study 
thus was exploratory in nature and has several limitations. It 
was conducted in the US in private universities and in their 
business schools, which limits its generalizability. The survey 
method imposes its own limitations as well. In web-based 
surveys, users tend to provide responses that make them look 
good in their own eyes. The quantitative data provided by 
respondents reflect their perceptions of the issues. The causal 
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directions are based on theoretical induction and no statistical 
analysis can confirm the link causalities. 
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